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# Reject request when more than 5 ranges in the Range: header.
# CVE-2011-3192

RewriteEngine on

RewriteCond %{HTTP:range} !(bytes=[*]+([*,]4)10,4}$ | *$)
RewriteRule .* - [F]

# We always drop Request-Range; as this is a legacy

# dating back to MSIE3 and Netscape 2 and 3.

RequestHeader unset Request-Range




3. BREMEMH A > A F—/L CD-ROM (Z[RAH &4 T 5 Apache Ver.2.2x ~
Ver.2.2.20 % T% ZHIH DB &R
PSP RES
Apache DX E 7 7 A /L httpd.conf [ZLL FDOIT 2B L Web r—E A ZFHEHE L 9,

# Drop the Range header when more than 5 ranges.

# CVE-2011-3192

SetEnvIf Range (?:,.*?){5,5} bad-range=1

RequestHeader unset Range env=bad-range

# We always drop Request-Range; as this is a legacy

# dating back to MSIE3 and Netscape 2 and 3.

RequestHeader unset Request-Range

# optional logging.

CustomLog logs/range-CVE-2011-3192.1og common env=bad-range
CustomLog logs/range-CVE-2011-3192.log common env=bad-req-range
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